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AEH OS HHE ) {Agent » TCP Server) [S7]: 180} 8] F&]

28 (request_id, agent_id 212h (TCP Server - Agent) [S7: 18e| 28
(Agent —> TCP Server) [S7]: @3 & 8 7|, type: "status_check"]
. K2l (22Xt UL -» HTTP AP [B2]: HTTP 2H-2E ¥ Ul= HTTP |X]]
7. 58 QX Mef HA (HTTP Server » DB) [HIE2|: async/await, status: "approved"]
8. PC &X M (HTTP Server - DB) [HISZ]. async/await, pc E|0]& 4 4]
9. Agent EZ MY (HTTP Server LI5) [E71: LIE Xa]]
10. agent B2 XM (hash) (HTTP Server - DB) [H|S7]: async/await]
11. agent EZ &IA] H& (HTTP Server » TCP Server._pending_tokens) [E7]: 22| XH]
12. 58 B e HE (HTTP Server > DB) [HIE7!: async/awalt, status: "completed"]
13. &% 2= &2l (Agent » TCP Server) [§7]: 2% & Y 2], type: "status_check"]
14. 5& 28 S 8 EF 24 (TCP Server »> Agent) [E7]: 13842 & agent_id,
agent_token {2t
15. &% ¢ M2l ¥ EE M¥ (Agent LIF) [S7]: LIE X&)
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1. HHEE MM (PRI UL - HTTP AP [B2: HTTP @H-288h

2. Hi I HE HE (HTTP Server - DB) [HIS7[: async/await, deployments El|0]£]

3. X MM (HTTP Server - DB) [BIE7[: async/await, 2} agent_id0HC} tasks |0} MM status:
"pending”]

4, Ul FHE M (HTTP Server -» 22X} U [B7]: 1HHe] 28 deployment_id £H]

& (Agent > TCP Server) [E7]: 2% = E th7], type: "poil", 7|3 di8]

U AJE{TCP Server - DB) [EIE7]: async/await, status: "pending” = "assigned” - "running”]
(TCP Server = Agent) [S7]: 52| 8¢ task_id, command, timeout, admin_required Bt
{Agent L§§) [&7]: subprocess &, m‘a,gm 24 5 E3 ]

(Agent - TCP Server) [E7|: @& & 8% 47|, type: "result”, status, exit_code, log_summary
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(TCP Server + DB) [HIS7]: async/await, tasks H|O|2 HO|C|E, status: "completed”/"failed"]
M (TCP Server - DB) [H]S7]: async/await, complete_task LiBUA X5 =&,

e X 2ta Al deployments E{|0]8 Al HH|0IE)
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CEX| M (BR2IXF UL HTTP AP [E7]: HTTP 8X-2¢1

AKX HE HE (HTTP Server » DB) [BIS7[: async/await, announcements H{O|&, status: "active"]
. &=X| CHAF ME (HTTP Server - DB) [HIE71: async/await, target_agentsZt nullo]H FX| of|0|XE th4t, pc H|OlE =]
CULEER Z8M (HTTP Server - 22|AH U [E7]: 1Hel 8 announcement_id BHEH
AR EREIAE (UDP Server » Agent) [HISZ: UDP EHEEIAE ZE 5502, V'8 & 8l g2EH/AMEU HECFIAE]
. B2K| £ (Agent LHE) [HIS7]: UDP R E 550200A A 7| &2 £ 81X]]

7. BX] BA] (Agent LIE) [E7]: Windows Toast Notification EA|, win10toast = MessageBox - PyQto «XF fallback]

8. ACK 2% (Agent » TCP Server) [E7]: @& = 2& [H7|, type: "notification_ack”, announcement_id T4

9. ACK A& X7 (TCP Server - DB) [HIS7]: async/await, announcement_receipts 0|8, HE A 2Z]]

10. Ul A M (22X UL - HTTP APD [E27]: HTTP GET &%, 3X] 24 B4 =7,

target_count, received_count, receiptRate A|AH
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£ request_id
hostname
0s
agent_version
status
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rejected_at

> id

¥ host_name
0s
agent_version
agent_token_hash
last_check_in
poll_interval
created_at
status
registration_request_id
updated_at

\

tasks

£ task_id
deployment_id
agent_id
command
timeout
admin_required
status
exit_code
log_summary
created_at
assigned_at
started_at
completed_at

deployments

— /2 deployment_id

name

command

target_agents

timeout

admin_required

status
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started_at
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192.168.56.1, TCP

[UDP] UDP
[upP] =X
[upP] UDP

('e.e.0.8', 5502)

agent_id=dflfacc4-f3b4-4568- 93b4 788d2952c881 H{=192.168.56.1:5501,
= b? { agent_id f1facc4-3b4-4560-93b4-7a8da852c881"}" ...
S

flfacc4-T3b4-456@-93b4-7a8dad52c881, Hi=192.168.56.1:5501,
f1facc4-f3b4-4560-93b4-7a8daB52c881"}" ...
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OpsHub Ojlo]HE 2tz

tAlmE g2

PC EE2 2} windows PCOl AX]§1 00| E T2 10| HEC T $HBLIC [TcP] pc S5 MH Al%: 0.0.0.0:5500

o|HE [Tcp] S2I0|YME HE: ('172.19.0.1', 35794) I

e 1. Bootstrap E28 HHSIHR (7 HE 28)) [TcP] S& QA =+4: hostname=Jun, os=Windows 11 Home 23H2, version=1.0.0

2. 0f0JHE TR MK Al WAE £28 ste [TcP] 5 §5 YA ZAEY 'Jun'2 0|0 EXE0| AFULE. (agent id:

dfifaccd-f3ba-4560-93bd-7a8da052¢881)
[Tcp] 22I0|HE HA E2: ('172.19.0.1', 35794)
4. 555 PCE Ol2f S50 BAELICH [HTTP] API 2%: GET /api/agents/dfifacc4-f3b4-4560-93b4-

738da052c881/config
[UDP] HeartbeatProtocol.datagram received Z=E (#1): 52 bytes from
('172.19.0.1", 42113)
[UDP] THZ! Al: 52 bytes from 172.19.0.1:42113
[UDP] BIEH|E £4l: agent_id=dfifacc4-f3b4-4560-93b4-7a8da052c881 (from
172.19.0.1:42113)

SEE olo|HE [UDP] Docker AIO|E¢O] 1p HZt: 172.19.0.1 -> Windows BAE Ip:
192.168.56.1
[uoP] [ OJO|HE S5 2&&:

2l OlolHE BH [UDP] - BIEH|E Z=A. ('172.19.0.1', 42113)
[UDP] - =X FA: ('192.168.56.1', 5502)
[UDP] - Windows ZAE Ip: 192.168.56.1
[UDP] BIEH|E HCIO|E 2t : agent_id=dfifacc4-f3b4-4560-93b4-
7a8da052c881, host_name=Jun
[HTTP] API 2% : POST /api/agents/dfifacc4-f3b4-4560-93b4-
738da052c881/heartbeat

3. OO|HEYL XRHEL R Mo SEELICH
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Az 22

[DeploymentService] &¢l AlZ: task_id=17fbb9g6-fa76-4adf-b192-
65¢6335¢7d9b

AR E [DeploymentService] Y HE E3| 4F: task id=17fbbose-fo76-4adf-b192-
65e6335e7d9b, command=ipconfig
[Tcp] Y =2h: agent id=dfifacc4-f3b4-4560-93b4-7a8dad52c881,

GlorE= task_id=17Fbbo86- f076-4adf-b192-65c6335e7dsh
[Tcp] S20|2E HE FF: ('172.19.0.1', 40684)
[Tcp] 220|9E HA: ('172.19.0.1', 40700)
[HHEE AbEH] = MEf 2HQl: deployment_id=eds11a73-286f-463d-bsif-
8e5e8e3babsb, FMl=1, 2A=R=1
[HHE MEf] SfE 242: deployment_id=ed811a73-286f-463d-b81f-8e5e8e3babsb,
status=completed, &Ijij=@
[HHE AEH] HHE AEH AC|O|E 242: deployment id-ed811a73-286f-463d-b81f-
8e5e8e3b4bsb
[Tcp] Y Z1t XE 2t&E: agent_id=dfifacc4-f3b4-4560-93b4-7a8da052c881,

- o — . — _ . task_1d=17fbb986-f076-4adf-b192-65e6335e7d9b, status=success
[2625-12-03 13:19:40. HE [Tcp] 220|2E HE FF: ('172.19.0.1', 40700)
task_id=17fbb986-F876-4adf-b192-65e6335e7d9b 55 S
Zt: 17fbb986-f876-4adf-b192-65e63357d9b Lir] AFL 4io. uLI japLjuSpluynsies
ipconfig [HTTP] API 2%: POST /api/deployments
23} HE 4 =: 17fbbo86-f876-4adf-b192-65e6335e7d9b [HTTP] HHE MM @F H0|H: {'name': 'E|AE"', 'type': 'powershell',
- T ) o S 'command': 'ipconfig', 'timeout': 30@, 'target type': 'all',

'schedule_type': 'now', 'target_agents': [], 'admin_required': False}
[HTTP] TA| GO|HE ME: 174 OjO|HE

[HTTP] HBYE 44M O2t0|E|: name=E|AE, command=ipconfig, target agents=
['dfifacc4-f3b4-4560-93b4-7a8da052c881'], timeout=360,
admin_required=False

[HHE Ay = MM AlE: deployment_id=ed811a73-286f-463d-b81f-
8eS5e8e3b4b5b, target agents=17H

[HHE My = MM MHZ: task 1d=17fbbose-fo76-4adf-b192-65e6335e7d9b,
agent_1id=dfifacc4-f3b4-4560-93b4-7a8dae52c881

[HHE M) BFE X MA 2t2: deployment id=ed811a73-286f-463d-bg1f-
8e5e8e3b4bsb

[HTTP] HHE M4 MZ: deployment id=ed811a73-286f-463d-b81f-8e5e8e3bdbsh
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[UDP] O|O[E : b'{"agent_id": "dflfacc4-f3b4-4560-93b4-7a8da®52c881"}" ...

[2025-12-83 13:20:11.139807] AlEHE H= M2

[UDP] UDP T3l 2=Al (#1): 207 bytes from 192.168.56.1:51686

[upP] ==& OIOIEl (M S 1eeHt0| E): b'{"type": "announcement", "announcement_id": "f856dce7-4bae-40e2-a471-a8a5649fa154",
"title": "\xed\x85\x8c\xec\x8a\xa4'

[uor] M 27/ GOIE Ty 2=

[UDP] - type: announcement

[upP] - title: HIAE

[ubP] - announcement_id: f856dce7-4bae-40e2-a471-a8a5649fal54

[ubP] B Z X =41 Eol: HAE from ('192.168.56.1', 51686)

A 2 SE ME...

[E2A] ACK H& 24 E: announcement_id=f856dce7-4bae-48e2-a471-a8a5649fal54

[uor] W 274 29 SE 27
[upP] UDP T{Zl Z=4l (#2): 207 bytes from 192.168.56.1:51687

[ubP] ==&l O|OIEl (FH S 1eedHi0| =): b'{"type": "announcement", "announcement_id": "f856dce7-4bae-48e2-a471-a8a5649fa1]

"title": "\xed\x85\x8c\xec\x8a\xas'

[uoP] B =7 GIOIE Dte 2=

[UDP] - type: announcement

[UDP] - title: B A E

[UDP] - announcement_id: f856dce7-4bae-48e2-a471-a8a5649fal54

[uop] B ZA =4l Eol: gAE from ('192.168.56.1", 51687)

[upP] Z2A 22U = AME...

[27A 1 o|0] =48t ZX 2LICH: f856dce7-4bae-40e2-a471-a8a5649fal54

[uor] 27 28 S & 28

WNDPROC return value cannot be converted to LRESULT

TypeError: WPARAM is simple, so must be an int object (got NoneType)

=4 ] M Windows Toast Notification # 4| 2 & (winletoast): B ~E=
i S e 0 G p 2

e oo d_d 24-0

[HTTP] API 2% : POST /api/announcements

[upp] HAE O|O|ME =2; [('192.168.56.1', 5502)]

[UDP] Windows BAE 1p: 192.168.56.1

[UDP] =X M& A|E: 192.168.56.1:5502

ruop] (4 JHE & M3 ('192.168.56.1', 5502)

[upp] HEEIHAE F&: ('255,255,255,255', 5502)

[UDP] Windows BAE MBUl H2EIHAE M&: ('192.168.56.255', 5502)
[UDP] Docker MEUl HECIHAE FM&: ('172.19.0.255', 5502)

[UDP] BX| FL 2ATR: HELIHAE 4+ 17170 HO|HEN HE H&

[TcP] S2IO|YE HA: ('172.19.0.1', 60616)

[TCP] 3A] ACK MAE 2t=: agent id=dfifacc4-f3b4-4560-93b4-7a8da052c881,
notification id=f856dce7-4bae-40e2-a471-a8a5649fal54

[TcP] SEI0|PIE HZE EF: ('172.19.0.1', 60616)
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https://github.com/shinyeonjun/ControlDock
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https://github.com/shinyeonjun/ControlDock
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